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INTRODUCTION

As a number of recent headlines demonstrate, the U.S.
Securities and Exchange Commission (SEC) and other
regulatorshavefinedand penalizedemployersandemployees
in the financial services industry for non-compliance with
regulations related to off-channel communications (OCC).
Off-channel communications occur when employees use
unapproved and inadequately protected devices — such
as personal cellphones — or applications to communicate
with co-workers, counterparties and / or clients. Many
financial services firms are required to maintain copies of
all communications regarding their business, supervise
the same, and produce them in response to regulatory
requests. Firms cannot meet those compliance obligations
when employees resort to unauthorized OCC for business-
related matters.

In charging 15 broker-dealers and one affiliated investment
advisor in September 2022 with record-keeping violations,
the SEC noted that its investigation uncovered employees at
all levels of these firms who routinely used text messaging
apps on their personal devices to discuss business matters
between January 2018 and September 2021.! The firms
settled the charges and agreed to pay penalties totaling
more than $1.1 billion. Just as important, the firms also
agreed to engage independent compliance consultants to
ensure the use of OCC meets regulatory standards as part
of the settlements.

In a related move,> the Commodity Futures Trading
Commission (CFTC) ordered 11 financial institutions to pay
more than $710 million for recordkeeping and supervision
failures for widespread use of unapproved communication
methods such as personal texts, WhatsApp, and Signal.
Additionally, the Financial Industry Regulatory Authority
(FINRA) has also taken action when it comes to OCC.

In addition to guaranteeing that these communications are
properly documented and retained, the regulations are
set up to prevent the use of OCC to manipulate securities
transactions or commit fraud and to ensure that it is not
used to violate any other securities laws. Firms’ supervisory
procedures must be reasonably designed to detect for OCC
when they monitor for such activity.

By implementing effective processes and utilizing software
and outside experts to monitor and detect OCC, broker-
dealers, investment advisers, and other financial institutions
can reduce the risk of regulatory enforcement and penalties
and ensure that they remain in compliance with regulations.
This article discusses the risks that OCC pose for financial
services firms, especially as the SEC, FINRA, and the CFTC
have made it clear that they are now targeting firms
throughout the industry about their OCC to see if they are
recording and preserving business information according to
regulations. The authors also explain how firms, including
broker-dealers of all sizes, should manage their OCC to
ensure that they and their employees comply with federal
securities laws and regulations. Finally, the authors address
the complexity related to the collection of OCC in response
to regulatory enforcement investigative requests. As the
fines and settlements between those firms and the SEC
exemplify, financial services firms of all sizes need to take
this regulatory focus seriously and take the proactive step
of engaging an independent third-party with expertise and
experience in both digital forensics and compliance issues.

Risks, Pitfalls, and Mitigation
When Implementing OCC Controls

The SEC has made clear in its examination priorities — as
seen in the excerpt below — that it will be scrutinizing OCC
and what firms are doing about these communications to
stay in compliance.?

V. BROKER-DEALER AND EXCHANGE EXAMINATION PROGRAM

A. Broker-Dealers

The Division has long emphasized the importance

of robust broker-dealer compliance and supervisory
programs as a proactive measure to ensure compliance
with the federal securities laws. This year, the Division
intends to focus examinations on broker-dealer
compliance and supervisory programs generally, including
those for electronic communications related to firm
business, as well as the recordkeeping for those electronic
communications.

DID YOU KNOW?

The Division intends to focus
examinations on broker-dealer
compliance and supervisory programs
generally, including those for electronic
communications related to firm
business, as well as the recordkeeping
for those electronic communications.

! https://www.sec.gov/news/press-release/2022-174
2 https://www.cftc.gov/PressRoom/PressReleases/8599-22
2 https://www.sec.gov/files/2023-exam-priorities.pdf P. 17
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While some financial institutions mitigate risk by providing
business devices to employees to use for all business
communications, this may not be cost effective or feasible
for many firms. In addition, OCC concerns are still present
as clients and counterparties may still use the employees’
personal devices for communicating. These risks involve:

e Security: Personal devices may not have the same level
of security as company-issued devices, making them
more vulnerable to cyberattacks and data breaches.

e Compliance: Use of personal devices may not comply
with regulations and industry standards, such as those
regarding record-keeping and data protection.

e Privacy: Employees may store sensitive company
information on their personal devices, which may not
be properly secured or erased if the device is lost or
replaced.

To mitigate these risks, financial institutions can work with
outside experts to implement policies and procedures
for secure BYOD (Bring Your Own Device) usage, such as
implementing strong passwords, encryption, and remote
wipe capabilities. Digital forensics experts can also work
with organizations to perform defensible data preservation
of mobile devices or select chat applications to ensure
client-related communications are securely captured while
maintaining employee confidentiality and privacy. They can
also conduct regular security audits and staff training to
ensure compliance with industry standards and regulations.

In addition, companies can use specialized software and
mobile device management (MDM) solutions to monitor
and secure the use of personal devices for work purposes,
supplement, and bolster keyword supervisory controls, and
provide technical support and guidance to employees.

However, even with these safeguards in place, there are
still some potential pitfalls associated with OCC. These may
include:

e Lack of documentation or retention of communications,
and a lack of proper oversight or supervision of off-

channel communications,

e Lack of focused training emphasizing management
priority and clearly worded employee attestations,
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e Inadequate supervisory and workflow controls, end-
to-end,

e Loss of context when communications are captured in
part or are incomplete,

e Lack of transparency by employees in complying or
providing all communications,

e Improper or partial presentation or production of OCC
content to regulatory agencies.

Software for OCC Compliance

There are several software applications available to help
financial institutions manage OCC, including:

e Compliance management systems - These systems
allow financial institutions to monitor and track OCC
and ensure that they are compliant with regulatory
requirements.

e Email archiving systems - These systems help firms
store and organize emails and other electronic
communications for easy access and review.

e Electronic Communications Management (ECM) Tools -
ECM tools automate the process of capturing, storing,
and tracking OCC, reducing the risk of lost or missing
information.

e Mobile communication monitoring systems - These
systems track and monitor OCC that occur via mobile
devices, such as text messages or chat applications.

However, these tools have some limitations, including:

e Incomplete data capture - Some systems may not
capture all off-channel communications (either due
to software limitations or inadvertent omissions by
employees), leading to gaps in the records.

e Lack of integration with existing systems - Integrating
OCC management tools with existing systems can be

challenging, leading to errors or incomplete data.

e Lack of customization, indexing, robust / complex
keyword searching or production offerings.
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e Cost - Implementing and maintaining these tools can be
expensive.

Expertise Needed to
Improve OCC Management

Financial institutions may benefit from outside guidance
for two main reasons. First, by improving its overall
OCC posture and ensuring that all OCC communications
are properly managed and recorded. This can involve
training for employees on how to handle OCC and the
development of policies and procedures to manage these
communications to minimize risk and increase efficacy of
compliance protocols. Second, consulting services can help
an organization respond to a preservation / collection effort,
which generally is an enforcement request for all OCC for
a specific period. In particular there are privacy concerns
when dealing with personal information on all employees
BYOD devices especially key employees who often are the
target of the requests. Also, sophisticated analytical tools
may provide the basis to reduce OCC messages that truly are
not business communications.

Digital forensics and compliance experts can also assist
financial institutions in reviewing and evaluating their current
methods and software applications for handling OCC. They
can provide a comprehensive analysis of the firm’s current
processes, including a review of their software tools and
systems for preserving, storing, searching, and tracking OCC.
Limitations of these tools can be identified, such as
the inability to fully index entire threads or capture
communications that occur outside the confines of the
software. Otherwise, experts can be directly involved in
the workflow to ensure a defensible and compliant end-to-
end process utilizing bespoke as well as industry-recognized
forensic and discovery tools.

CONCLUSION

With more employees working remotely and regulatory
agencies taking a tougher approach to OCC, financial services
firms need to make sure their business communications and
data governance policies are updated and enforced so that
they are complying with recordkeeping and supervision
regulations.
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Utilizing an independent third-party may provide comfort
to senior management and / or regulators that a sufficient
arms-length overview of a firm’s communications program
was conducted. In particularit can address privacy

concerns when collecting OCC for regulatory requests.

By engaging outside experts, firms— including broker-

dealers and investment advisers — can better understand
the regulatory requirements and ensure that all OCC is
properly documented, in compliance with regulations,
and adequate measures are in place to manage the risks
associated with OCC.

Firms need to clearly state their OCC policy to employees
and make them aware of the privacy and data breach risks
that can occur through the use of personal devices and
unauthorized messaging platforms. Furthermore, employees
should be made aware of the obligations the firms have to
preserve and maintain books and records as well as monitor
internal communications such as emails and messages, in
order for those communications to be made readily available
for requests from regulators.

The SEC has made it clear that other broker-dealers and
investment advisers who are subject to similar recordkeeping
and supervision regulations should scrutinize their
internal controls and correct any deficiencies. Compliance
consultants with expertise in digital forensics can help
firms of any size perform comprehensive analyses of their
policies and procedures on the retention of communications
found on employees’ personal devices and unauthorized
messaging apps. By conducting these reviews, financial
services firms can meet this new target of regulators head-
on and with confidence.
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This publication is for educational and general information purposes only. It may contain errors and is provided as is. It is
not intended as specific advice, legal or otherwise. Opinions and views are not necessarily those of J.S. Held or its affiliates
and it should not be presumed that J.S. Held subscribes to any particular method, interpretation or analysis merely because
it appears in this publication. We disclaim any representation and/or warranty regarding the accuracy, timeliness, quality,
or applicability of any of the contents. You should not act, or fail to act, in reliance on this publication and we disclaim all
liability in respect to such actions or failure to act. We assume no responsibility for information contained in this publication
and disclaim all liability and damages in respect to such information. This publication is not a substitute for competent legal
advice. The content herein may be updated or otherwise modified without notice.

Find your expert® 5 |__|7I jsheld.com/insights

Copyright © 2023 J.S. Held LLC, All rights reserved.


https://jsheld.com/insights



