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INTRODUCTION

In recent vyears, identity theft cases have surged,
especially during tax season. According to the
Internal Revenue Service (IRS), in 2022, the federal
agency identified and prevented USD 5.7 billion in
tax-related fraud, and much of that can be linked
to identity theft, highlighting how significant the
problem has become.

Cybercriminals are more sophisticated than ever.
They are using phishing attacks, malicious websites,
and many forms of fraud to steal taxpayers’ identities.
To make matters worse, there has been a recent
increase in the number of data breaches resulting in
the leakage of personally identifiable information,
specifically the leaking of social security numbers
(SSNs). The flood of stolen SSNs combined with a
steady increase in the number of online tax filings
has resulted in a greatly increased opportunity to
the fraudsters, and increased risk for all taxpayers.

In this article, we examine the many tactics modern
fraudsters have at their disposal and what taxpayers
can do to protect themselves from these attacks.
These days, threat actors can impersonate the IRS or
tax preparation companies, create fraudulent websites,
or send phishing emails designed to steal SSNs and
financial information. They also may simply obtain lists
of stolen and leaked identity information from which
to initiate their fraudulent tax claims.

One reason cyberattacks spike around tax season is
that cybercriminals are well aware of how the US
tax filing workflow operates and the anxiety taxpayers
face while filing. These attacks really started to pick
up back in the 2016 tax season when crafty fraudsters
started developing websites and phishing campaigns
designed to exploit the inherent trust between
taxpayers and the IRS. Since then, we have seen a
consistent increase in identity theft driven tax fraud
as new vectors of attack have come to light, such as
the shift from paper returns to online returns that
was prompted by the Covid-19 pandemic.

Recent years have also seen a rise in the emergence

of synthetic identity theft, where fraudsters create
entirely new identities by combining real and fake
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information. This trend allows criminals to open new
accounts, obtain credit, and file false tax returns,
all under a completely fabricated identity. This is
especially troubling when considering the leak of
270 million social security numbers and other
personally identifiable information in early 2024 from
National Public Data — a data service company that
provided background checks for institutional clients.
For those taxpayers whose information was leaked,
the damage is likely to continue. It is possible that
threat actors will use that event along with the power
of artificial intelligence to design novel tax fraud
threats at scale. Buckle up, this is going to be a long
tax season.

CONCLUSION

This all just points to the need for heightened diligence
on the part of the average person. Below is a list of
proactive steps that will help protect your personal
and financial information:

e Use secure tax software: Ensure that any tax
preparation software or platform is legitimate
and encrypted.

e Beware of phishing scams: Don’t click on
unsolicited emails or links that claim to be from
the IRS or tax-related companies. The IRS will
never initiate contact with taxpayers by email,
text, or social media to request personal or
financial information.

e Also be aware of phishing scams over the phone:
The IRS will never call taxpayers with threats
of lawsuits or arrests, or to ask for sensitive
information such as your IRS PIN.

e Enable multi-factor authentication (MFA): Whenever
possible, secure your accounts with MFA to add
an extra layer of protection.

e Monitor your accounts: Regularly check your bank

and credit accounts for suspicious activity, especially
during tax season.
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e File your return as soon as possible: It is “first come,
first serve” at the IRS. If you beat the fraudsters to
the game, they won’t be able to successfully file
a return under your SSN.

e Apply for an IRS Identity Protection PIN: This PIN
is a unique identify feature that once issued, is
required to file your return. It is tied to your SSN,
and if the fraudsters don’t have it, it gives you a
great leg up on them.

Cybercriminals are adapting, and taxpayers must do
the same to protect their identities in an increasingly
digital world.
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This publication is for educational and general information purposes only. It may contain errors and is provided as is.
It is not intended as specific advice, legal, or otherwise. Opinions and views are not necessarily those of J.S. Held or its
affiliates and it should not be presumed that J.S. Held subscribes to any particular method, interpretation, or analysis
merely because it appears in this publication. We disclaim any representation and/or warranty regarding the accuracy,
timeliness, quality, or applicability of any of the contents. You should not act, or fail to act, in reliance on this publication
and we disclaim all liability in respect to such actions or failure to act. We assume no responsibility for information
contained in this publication and disclaim all liability and damages in respect to such information. This publication is
not a substitute for competent legal advice. The content herein may be updated or otherwise modified without notice.

J.S. Held, its affiliates and subsidiaries are not certified public accounting firm(s) and do not provide audit, attest, or any other
public accounting services. J.S. Held is not a law firm and does not provide legal advice. Securities offered through PM Securities,

LLC, d/b/a Phoenix IB, a part of J.S. Held, member FINRA/ SIPC or Ocean Tomo Investment Group, LLC, a part of J.S. Held, member
FINRA/ SIPC. All rights reserved.
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