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Introduction: 
Understanding  
Fidelity Investigations

Fidelity / Crime / Financial Institution Bonds, 

in a general sense, cover an insured from the 

willful theft of property, money, and securities 

by one of their employees or an outside third-

party carried out through a variety of means. 

In this second edition, we include an examination 

of check and vendor fraud, both of which have 

been increasing in recent years. Check fraud,  

in particular, has seen a rise, having nearly 

doubled from 2021 to 2023, according to the 

FBI and US Postal Service. In addition, one  

study notes that 98% of US businesses  

are worried to some degree that their  

company could be the victim of vendor 

fraud. Furthermore, vendor fraud, including 

fake vendors and invoice fraud, led the list  

of business-to-business fraud in 2023.  

Such fraud can impact a myriad of industries. 

However, typical industries affected by 

employee fraud, along with examples, include 

but are not limited to: 

	» Retail – Overpriced store leases, stolen 

inventory, no-bid advertising contracts

	» Healthcare – Procurement fraud of  

healthcare equipment

	» Hospitality – Theft of inventory 

	» Finance – Custodial funds stolen by a broker

	» Credit Union – Employee faithful performance 

failure or loan program losses

	» Technology – Embezzlement of funds from  

a tech company

	» Education – Theft of high-end copier 

equipment from a state university system

	» Non-Profits – Stolen tuition, grants, and 

payment of personal bills

	» Government – Insider dealing with large 

contracts, pay raises, and vendor payments

	» Manufacturing – A theft ring stealing OEM 

parts and selling out the back door.  

This article will provide fundamental aspects 

of a fidelity investigation, from inception to 

recovery of stolen funds. This information is 

primarily intended to assist:

	» fidelity claims examiners,

	» inside and outside counsel,

	» risk managers,

	» brokers,

	» claim executives who oversee fidelity claims,

	» corporate investigation groups faced with 

employee or vendor theft losses, and 

	» insureds.

Preliminary Steps 
in a Fidelity Claim 
Investigation 

When a fidelity claim is being prepared or  

filed, there are several initial steps normally 

taken by the insured, counsel and / or the 

carrier claims examiner. For each claim, it is 

necessary for all parties to the claim to first 

carefully review the terms and conditions of  

the fidelity policy to understand specific 

coverages, limits, exclusions, and general  

policy conditions. Policies vary across 

organizations, so it is important to understand 

each organization’s needs – and for  brokers  

and risk managers to ensure that the  

appropriate coverage is in place for an  

insured – before the need arises. 

As the financial investigators assisting a party 

 at interest to a fidelity claim matter, they 

defer all coverage interpretation and decisions 

to counsel and / or the carrier. However, the 

investigators must be familiar with all aspects 

of the fidelity policy before commencing  

any probe.

Some other determinations that counsel and 

the carrier make include determining the date 

of discovery and any subsequent claimed 

losses, determining whether or not the loss 

agent has ownership interest in the insured 
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entity. They also verify dates of employment 

of the loss agent and whether that individual 

had any prior theft issues known to the insured. 

They also determine whether the insured has 

had continual coverage and if so, for how long 

and at what coverage limits per section. They 

also review for additional coverages like claim 

preparation expenses as well as responsibilities 

of insured and insurer. The insured, counsel 

and / or carrier also must be cognizant of any 

potential subrogation recovery possibilities.

Types of Fidelity 
Insurance Claims  
or Losses 

Fidelity insurance protects organizations from 

financial losses resulting from acts of dishonesty 

or fraud committed by their employees or third 

parties. Most fidelity insurance policies provide 

coverage for the following types of claims:

	» Internal Fraud: Employee Dishonesty 

or Theft: This is the most common type of  

fidelity claim as it covers losses resulting from 

internal fraud, such as theft, embezzlement, 

computer fraud, forgery, and funds transfer 

fraud schemes, committed internally by an 

organization’s employee. Some of the fraud 

schemes often perpetrated include payroll, 

vendor or accounts payable procurement  

fraud, cash and sales / accounts receivable 

schemes, and theft of physical assets like 

inventory, equipment, and machine parts.

 

	» Forgery or Alteration: These claims cover 

losses resulting from the forgery or alteration  

of financial documents, such as checks, 

promissory notes, purchase orders, and 

contracts such as signing the controller’s name 

to falsely prepared accounts payable checks. 

	» Check Fraud: The FBI and US Postal  

Service notes that bad actors can gain access 

to check and financial data a number of  

ways, including theft of mailed checks from  

post office facilities and postal boxes or  

during delivery  to residences and businesses. 

Those engaged in this type of fraud can bribe 

or collude with postal employees. They also 

can make checks appear legitimate through 

check washing or check cooking which  

involves digital manipulation. Finally, they can 

create counterfeits or deposit checks with 

forged endorsements. 

Some of the key areas to investigate a check 

fraud scheme include:

	Ř A company’s internal control process  

related to the issuance of checks and  

reconciling bank accounts.

	Ř Verification of payees.

	Ř Cross check of actual check payee 

against accounts payable-noted recipient.

	Ř Signature analysis.

	Ř Examination of all canceled checks for  

forged signatures.

	Ř Scrutinizing canceled checks for 

anomalous patterns with the use of forensic 

data analytics.

	Ř Vendor and invoice review for 

corresponding checks and possible employee 

involvement. 

	Ř Gaps in documentation.

	Ř Duplicate or altered checks. 

	Ř Investigating audit trails and possible 

employee involvement.

	» Computer Fraud: This type of claim covers 

losses resulting from computer-related fraud, 

including social engineering (phishing attacks), 

hacking, or unauthorized access to the 

organization’s computer systems. Computer 

fraud claims under fidelity insurance policies 

have grown over the years as more companies 

find themselves victims of cyber breaches. 

	» Funds Transfer Fraud: These claims cover 

losses resulting from fraudulent instructions to 

transfer funds. These may emanate from inside 

or outside of the company.
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	» Money and Securities: Fidelity insurance 

policies may provide coverage to the 

policyholder in the event of theft, disappearance, 

or destruction of money, securities, or other 

negotiable instruments. An example would  

be the theft of cash receipts.

	» Credit Card Fraud: Some fidelity policies  

may include coverage for losses resulting 

from credit card fraud. Coverage may apply 

for fraudulent credit card transactions and be 

advantageous to organizations that process 

credit card payments. Using company credit 

cards for unauthorized personal purchases is 

a common scheme. For example, a company 

employee orders laptops or iPads for the 

company, only to have them delivered to an 

alternative address or steal them periodically 

from the company facility during the early 

morning hours.

	» Third-Party Theft and Vendor Fraud: Fidelity 

insurance policies can also include coverage  

for losses resulting from theft or fraud  

committed by third parties. Some of these  

third parties may include contractors, vendors, 

or other individuals that have access to the 

company’s property or assets including 

orchestrating a kickback scheme with an 

insured employee. By their very nature, 

kickback schemes are difficult to uncover.  

For example, a marketing manager colludes 

with the company’s ad agency to pay premium 

printing costs in exchange for yearly luxury 

vacations for the manager. 

Vendor fraud is an example of an occupational 

fraud scheme where vendors, sometimes 

in collusion with employees, deceive an 

organization to issue unauthorized payments. 

This fraud scheme typically involves the 

manipulation of the procurement, billing,  

or payment process and can occur when 

there are weaknesses, gaps, or intentional 

circumvention in the company’s internal 

controls. Often, the alleged dishonest employee 

or third-party manually alters or manipulates 

the payment and / or accounting system to 

commit the dishonest act. 

According to a study by CreditSafe, the three 

most common types of vendor fraud that 

occurred in 2023 were fake identity / bad 

actors (43%), invoice fraud including fake 

invoices and duplicate invoice payments  

(32%) and overbilling (11%). A fake identity 

scheme includes replicating a vendor’s  

website with a slight change to the URL or 

a fake email that claims to be from the real 

vendor but isn’t. Vendor fraud also can occur 

through duplicate invoices payments, or 

taking over accounts, or gaining access to a  

company’s accounting system. Another study 

in the United Kingdom found that 31% of  

UK businesses surveyed were the victim of 

invoice fraud in a 12-month period from 2023  

to 2024, and only 39% managed to stop the 

phony transactions before the funds were  

paid out. 

Some of the key areas to investigate when faced 

with vendor fraud include:

	Ř Company’s onboarding and due 

diligence processes for new vendors (Control 

of the Vendor Master File.)

	Ř Procurement and contract management 

(Never sole source anything the company 

routinely purchases – always run a Better 

Business Bureau and credit check on any 

new vendor.)

	Ř Relationships between employees and 

vendors (Require multi-level approvals for all 

vendor invoices over a certain threshold.)

	Ř Invoice and payment irregularities (Do 

rotating sample testing of vendor invoices.) 

	Ř Gaps in documentation (Follow up on 

any noted gaps in documentation.)

	Ř Patterns in Vendor Behavior and other 

Red Flags (At least yearly, analyze vendor 

payment dollars, volume, payment addresses 

and the like – further investigate any major 

changes.)

https://www.ivalua.com/press-releases/ledger-larceny-looms-large-31-of-uk-businesses-victim-of-invoice-fraud-in-last-12-months/
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Forensic accountants and consultants employ 

teams that specialize in investigating these  

key areas and may include experts in data 

analytics, accounting, internal controls, and 

business intelligence. 

When the insured or carriers hire a forensic 

accountant to investigate a fidelity claim  

related to an alleged vendor fraud, there are  

a number of steps that should be considered  

for these key areas:

	Ř Review / prepare the proof of loss and 

all supporting documentation.

	Ř Analyze the vendor master file to look 

for duplicate vendors, incomplete data, 

or suspicious addresses, and cross-check 

vendor information with employee data. 

	Ř Conduct forensic analytics to detect 

anomalies, such as duplicate invoices, invoices 

just under approval thresholds, round-dollar 

amounts, high frequency of transactions, or 

sudden increases to a particular vendor.

	Ř Crosscheck procurement and payment 

documents, including purchase orders, 

invoices, payments, and check copies, to 

identify discrepancies. 

	Ř Conduct interviews as needed to 

understand processes and controls.

	Ř Investigation of possible collusion by 

analyzing connections between employees 

and vendors.

	Ř Verify vendors by researching the 

Better Business Bureau, credit reports, state 

business registration, vendor websites, social 

media, online business directories, possible 

site visits, and online databases for business 

intelligence. 

Recent Trends  
in Corporate 
Compliance Practices 
& Fraudulent Tactics 

Corporate compliance departments have 

improved fraud detection practices through 

the use of expanded testing and transaction 

reviews, advanced analytics and some 

deployment of artificial intelligence systems 

to detect non-standard electronic financial 

transactions. In addition, third-party financial 

institutions bolster these activities with  

fraud prevention techniques. These include 

banks and investment houses requiring  

Know Your Customer (KYC) practices 

and other systems-wide fraud prevention  

practices such as vetting wire instructions  

and manual confirmations. 

As corporate compliance and fraud prevention 

practices have improved, the use of electronic 

systems to commit fraud has become 

increasingly difficult for a fraudster. That said, 

recent trends indicate that fraudsters are 

utilizing older, more manual and analog means 

to commit fraud. 

What’s Old  
is New Again 

The strategies used by fraudsters are 

increasingly reverting back to methods that  

are harder to digitally review and analyze in  

real time. For example, manually generated  

false invoices submitted for payment and 

check fraud has increased in popularity among 

criminals. False invoices can take the form  

of off-cycle invoices, or invoices created 

for services that have previously been 

discontinued. Often when these methods are 

used the fraudster provides instructions to 

remit payments by check (versus wire or ACH). 

Manual checks tend to be written outside of  

the corporate accounting system. The first 

instance that corporate accountants become 

aware of the fraudulent check is often a day 

after the fraudster deposited that check. It’s 

also important to note that manual checks 

are often not prioritized by the electronic 

fraud prevention systems in use by corporate 

compliance teams.  
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Considering the expanded use of these 

methods in frauds resulting in fidelity claims, 

it is important to explore these areas when 

investigating fidelity claims. Corporations may 

find compliance testing weaknesses that can  

be hardened to bolster their programs in the 

hopes of preventing future losses.

Parties and Experts 
Involved in a Fidelity 
Claims Investigation 

Fidelity claims typically include several 

parties, the most obvious being the insured or 

policyholder and the insuring party or insurance 

carrier. However, due to the nature of the fidelity 

claim, other parties are involved in the claim 

process, and each party has a distinct role they 

play in the process:

	» Insured / Policyholder: The policyholder 

is the individual or business that is identified 

in the fidelity insurance policy as the covered 

party. Once fraudulent activities or dishonest 

actions have been detected and identified, the 

policyholder submits a claim for the covered 

loss to their fidelity insurance carrier in the form 

of a notarized Proof of Loss. This Proof of Loss 

should include a narrative description of the 

loss particulars (schemes), specific coverages 

that the insured feels respond to the claim, date 

of discovery, theft agents, period covered by 

the loss, support for all aspects of the loss, and 

the total amount of the claim. Depending on the 

size of the policyholder organization, they may 

have an internal audit or risk control department 

involved in uncovering and documenting any 

employee fraud.

	» Insurance Carrier / Insurer: The insurance 

company’s claims handling team is responsible 

for ultimately assessing and processing claims 

made by the policyholder. Once a claim is filed, 

the insurer determines whether the claim is 

covered, what portion of the claim has been 

properly supported and quantified, and how 

much the insured is owed in satisfaction of 

the claim. As part of the claim review process, 

the insurer may involve the policy holder, 

underwriter, inside counsel, outside counsel, 

internal or external forensic accountants, 

information technology (IT) experts and others 

that can bring clarity to any major claims issue.

	» Insurance broker: The insurance broker 

is typically the individual that acts as the 

intermediary between the insurance company 

and the insured. Through their service, the 

insurance broker understands the background 

and needs of the insured to assist them in 

selecting an insurance policy that best fits their 

situation and actively works to obtain the best 

coverages at the most affordable rate for each 

policyholder.

	» Alleged Dishonest Employee or Third Party: 

Depending on the circumstances of the claim, 

there is either an alleged employee(s) or third 

party that perpetrated dishonest or fraudulent 

acts that resulted in financial losses. These 

theft agents may engage their own counsel in 

defense of the allegations made against them.

	» Law Enforcement: When submitting an 

employee dishonesty claim, many fidelity 

policies require the policyholder to file a 

criminal complaint against the alleged dishonest 

employee and cooperate with law enforcement. 

In these situations, law enforcement often 

becomes involved in the investigation and 

gathering of evidence for potential criminal 

charges. It’s not unusual for a theft claim to 

run parallel on two fronts, a civil and a criminal 

investigation. It’s important for the financial 

investigation team to develop a rapport with the 

criminal investigators and to aid one another 

as much as is legally allowed, to gain as full 

an understanding of the schemes and actions 

perpetrated by the theft agent.

	» Claims Adjusters: On behalf of the insurance 

company, the claims adjusters investigate and 

evaluate the fidelity insurance claims. It’s quite 

common for fidelity claim examiners to come 
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from a legal background, many with legal 

designations. They review the policy, gather 

and analyze the evidence, determine the  

extent of the covered loss, and often  

recommend retaining additional experts and 

professionals to assist in the claims review 

process. These professionals can include 

attorneys, forensic accountants, IT, equipment, 

and other claim-specific experts. 

	» Legal Counsel: In complex fidelity claims, 

various parties may hire legal counsel to 

represent their interests. Often, the insurance 

company, policyholder, and possibly the 

alleged dishonest employee or third party will 

retain legal counsel who provides guidance 

throughout the claims process and may assist 

in negotiations or resulting litigation. 

	» Forensic Accountant: Insurance companies 

often have their own internal claims accounting 

groups who routinely assist various claims 

adjusters in understanding the financial  

aspects of different claims. Fidelity claims 

frequently involve financial malfeasance and, 

depending upon the circumstances, claims 

adjusters and insurers may choose to hire 

independent forensic accountants to help 

gather and analyze the evidence, evaluate the 

validity of different aspects of the claim, and 

quantify the extent of supported losses for  

the carrier. This then allows the carrier to  

apply coverage and determine the amount of 

covered loss per the insured’s fidelity policy. 

	» Other Experts: 

	Ř Digital Forensics: Digital forensics 

professionals are required to gather 

information in a secure manner from email 

systems, mobile devices, databases, file 

shares, general ledger systems, etc. The data 

gathered may be used in legal proceedings, 

especially if referrals to law enforcement are 

contemplated. As a result, it is important 

to document collection records, chain of 

custody, and perform ESI (electronically 

stored information) data capture in 

accordance with industry standard forensic 

preservation practices. In addition to 

the data preservation efforts, additional 

technical experts may be necessary to assist 

with document review capabilities, database 

analytics, and reporting of the information 

relevant to the investigation.

	Ř Global Investigations: Successful 

subrogation recovery may depend upon the 

global scope and outreach available from 

your claims recovery team. Identification 

of potential recoverable assets in foreign 

countries requires local expertise as to the 

laws and regulations governing the recovery 

of ill-gotten funds.

	Ř eDiscovery: eDiscovery professionals 

are needed to process, search, and facilitate 

the review of unstructured data (such as 

electronic communications like email and 

text messages). These tools allow for the 

application of advanced search techniques 

that provide investigators with the ability 

to deploy artificial intelligence to identify 

potentially relevant documents discussing 

the fraud. This is especially effective in 

situations where the alleged dishonest 

employee(s) used codewords when 

discussing the fraudulent activity.

 

	Ř Data Analytics: Investigative data 

analytics professionals review and analyze 

financial systems that may have transaction 

level details associated with the alleged fraud. 

By reviewing and reporting on the transactions 

that are subject to the investigation, the data 

analytics professionals can help to quantify 

the scope of the potential loss. Additionally, 

by applying ongoing risk assessment 

techniques to the financial systems, new 

automated compliance procedures can add 

to standard review processes to potentially 

limit future exposure to these issues.

	Ř Asset Search and Recovery Group: 

A key component to your subrogation 

recovery efforts is a thorough asset search 

to include the names and locations of all 
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known (and yet unknown) associates of the 

theft agent. An experienced asset search 

team can aid the insurer in identifying 

potential assets for seizure / forfeiture 

and direct law enforcement toward capital 

that can potentially be frozen while the 

investigation is ongoing. These professionals 

utilize public information sources such as 

news articles, social media posts, and other 

public disclosures to target investigation 

efforts. Relatives, bank accounts, assets 

owned, travel frequencies, phone records, 

identification numbers, former employers, 

investment accounts, tax returns, insurance 

policies, bank activity, disbursement history 

and the like allow the recovery group to 

build a financial history that can lead to a 

maximization of any available recovery. 

Navigating Claims 
Challenges & How 
Experts Can Help 

Throughout the claims handling process, issues 

or challenges may arise for which parties 

involved must reconcile. Here are some common 

issues that may be encountered:

	» Proof of Loss: One of the primary challenges 

in fidelity claims is establishing proof of loss. 

The insured party must provide evidence of 

the fraudulent or dishonest acts committed 

by an employee or third party. Evidence may 

include financial records, transaction logs, 

emails, banking records, internal investigation 

reports, witness statements or interviews, 

criminal or civil litigation against parties of 

interest, or other documentation. Gathering  

the electronic evidence may require digital 

forensics professionals to ensure the data is 

preserved in a defensible way. eDiscovery  

review tools can also be useful to facilitate 

the review of this evidence so that it can be 

presented to the insurer as evidence of the loss. 

Proofs of Loss may require time for the policy 

holder to compile and properly document as 

frauds, by their very nature, are hidden and 

therefore require the insured / investigator to 

“peel back the onion” in order to get to the  

root of the theft scheme.

	» Policy Coverage: Understanding the 

specific coverage outlined in the policyholder’s 

fidelity policy is a crucial step of the claims 

process. Policies vary in terms, conditions, and 

coverage / sublimits across different types 

of organizations. Therefore, the parties must 

ensure that the claim falls within the scope  

of the policy, understand the policy limits,  

and whether the insured is allowed to 

stack available policy limits. Policies 

may require the insured to demonstrate 

that the employee received an improper 

financial benefit from their actions.  

 

For employee dishonesty or fraud claims, 

another issue is often the verification of 

employment status and whether acts by that 

employee are covered. Most fidelity policies 

define the term employee and who is covered 

or excluded, such as regular employees of the 

insured organization, 1099 employees, owner 

(normally excluded from coverage), named 

insured, or uninsured subsidiary. Additionally, 

most policies outline a number of specific 

exclusions, including if the insured knew about 

prior fraudulent activity by that employee. 

	» Policy Exclusions: Fidelity policies often 

contain exclusions that specify certain 

individuals, situations, or types of losses that 

are not covered. The insurance company, 

claims adjusters, and other professionals need 

to review these exclusions at the onset of the  

claim investigation to understand how they 

may apply to the claim and to ensure that  

the investigation addresses each potential 

exclusion. Other typical exclusions include 

indirect or consequential losses, such as 

impacted credit rating, loss of potential income, 

and fines or penalties. 
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	» Reporting Timelines: Issues may arise over 

when the insured discovered and reported  

the fraudulent or dishonest act. Fidelity 

insurance policies typically require the insured 

to report the act promptly, and failure to  

report within the specified timeframe could 

result in the insurance company denying the 

claim. Exactly when the insured first determines 

when a possible employee theft has taken  

place is often an area for potential debate 

between the carrier and insured. The financial 

investigator must be cognizant of the date of 

discovery issue and obtain relevant information 

to help the insurer make the date of discovery 

determination. Metadata associated with 

key electronic files can help to determine the  

exact time associated with fraudulent or 

dishonest activity.

	» Investigation: Insurance companies may 

conduct their own investigation of the claim 

to assess the validity of the claim. However, 

for more complex claims, outside forensic 

accountants are often hired to examine the 

claim, both by the insured and the insurer. 

These independent professionals evaluate the 

circumstances and evidence surrounding the 

loss, identify the responsible parties, conduct 

interviews of key personnel or parties, and 

quantify the loss amounts. For some claims,  

the forensic accountants should be able to 

provide expertise in the location and possible 

recovery of stolen assets, such as money, 

inventory or other physical assets purchased 

with stolen funds. Also, forensic accountants  

or investigators with specific expertise or 

language skills may be needed, particularly if 

assets have been diverted to foreign countries. 

Digital forensics and data analytics experts 

can assist with analysis of financial systems, 

alternative asset categories (such as crypto 

currencies), and asset tracing activities.

	» Subrogation: If the insurance company pays 

a claim to the policyholder, the insurer often 

seeks to recover its losses through subrogation: 

usually through legal proceedings. During this 

process, the forensic accountant, legal counsel, 

and other professionals can assist in the 

proceedings with guidance as to the nature and 

location of hidden assets and possibly provide 

expert witness testimony against the fraudsters.

	» Mitigation of Loss: The fidelity insurance 

company often requires the insured to take 

reasonable steps to mitigate any future losses, 

once the fraudulent or dishonest activity is 

discovered. Forensic accountants and other 

professionals can assist in evaluating the 

organization’s current internal controls and 

providing recommendations. Insureds are 

often asked to provide their carriers with any 

changes they make to their internal control (I/C) 

systems in response to the theft. Evaluations of 

these I/C changes allow the carrier to make a 

determination about whether or not to provide 

continuing fidelity coverage for the insured.  

	» Documentation: As with any investigation, 

thoroughly documenting the fraudulent 

or dishonest acts is crucial to a successful  

claim. All parties involved, especially the 

claims adjusters, investigators, and forensic 

accountants, should ensure the preservation  

of evidence to avoid spoliation, maintain a  

clear chain of custody, and the successful 

organization and analysis of large data and 

document sets. Digital forensic and electronic 

discovery professionals can work with the 

investigators to gather, preserve, and analyze 

the documents and process large volumes 

of information which sometimes seem 

overwhelming. Key word searches allow the 

investigator to zero in on the most relevant  

data to enable the insured and carrier to 

ascertain the magnitude of the defalcation  

and the viability of the supporting data.

	» Dispute Resolution: In certain cases, 

disagreements may arise between the insured 

and the insurance company regarding the 

claim’s validity, or the amount covered. When 

this occurs, the dispute may need to be resolved 

through various dispute resolution methods, 

such as negotiation, mediation, arbitration, or 

legal proceedings. Throughout this process, 
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legal and accounting professionals can assist 

in the dispute resolution process to aid in a 

successful outcome. With this in mind, the 

forensic investigator should maintain their file 

with an eye towards possible litigation, making 

their file litigation ready before litigation is 

ever contemplated. Using a document tracking 

system that links key documents to reports  

and analysis helps achieve this goal.

Additional Expertise 
That May Be Needed in 
a Fidelity Investigation  

Depending on the insured’s industry, or the 

types of information requiring analysis, specific 

technical expertise may be required to address 

the investigation’s needs.

	» Cryptocurrency: Cryptocurrency has been 

used more and more by threat actors as a way 

to not only hide their identity but also limit 

visibility into the flow of value as it changes 

hands on the global blockchain. Deploying  

skills to quantify and trace assets on a chain  

can be critical to a company’s ability to recover 

lost assets through fraudulent means.  

 

	» Electronic Device Forensics: Digital 

forensics experts may need to dig deeper into 

specific device classes to identify additional 

communication platforms. For example, 

documents and data that have been deleted  

may need to be recovered to aid the  

investigation. Additionally, encrypted 

messaging apps (like Signal, WhatsApp, and 

Telegram) may not be immediately evident 

when reviewing collected electronic evidence. 

Forensics experts can evaluate the data  

sources using a variety of forensic tools to 

determine if specific apps are present and  

how to access the communications they contain. 

	» Cyber: On many occasions, the security 

architecture of a company plays a key role in 

how sensitive information becomes available 

to a threat actor. Poor security protocols and 

data storage standards provide opportunities 

for fraudulent activity and information misuse 

outside of typical data governance models and 

deployed checks and balances. For example, 

if an employee that shouldn’t have access to 

approve vendor invoices finds a way to access 

the general ledger and purchasing systems, 

it could be possible for them to gain enough 

information to create a fake entity that could 

circumvent compliance efforts. It’s important 

to compartmentalize access to specific areas  

of the business and regularly audit that access 

to ensure that security breaches don’t occur.

 

	» Industry Specialists: If the insured is situated 

within a highly regulated industry (such as 

securities, healthcare, public sector, etc.) 

specialists that are familiar with the datatypes 

as well as the regulations and compliance 

standards of the client can be invaluable at 

limiting the scope of the investigation and 

applying focus to the specific transactions at 

issue. Knowing the compliance procedures  

that the insured is undergoing on a regular  

basis can help to streamline what areas to  

focus an investigation on and to highlight areas 

in the shadows of the regulators. Furthermore, 

these industry experts can assist with 

implementing process improvements to help 

limit these types of activities in the future.

Types of Fidelity 
Policy Exclusions   

There are typically a host of exclusions that appear 

in most fidelity policies. Coverage that seems to 

be granted within the declaration pages, loss 

determination pages or endorsements are often 

clarified within the Exclusions sections of the 

policy. It is vitally important for the investigation 

team to have a thorough understanding of the 

entire insurance policy, with a watchful eye 

toward the exclusions section. All coverage 

determinations are the exclusive purview of the 

insurance carrier and their counsel. The insured 

and their counsel may well have a different 
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interpretation of certain aspects of the policy, 

but in either case, the forensic accountant’s 

role is to understand the key aspects of  

the policy, including afforded coverages 

and related exclusions. However, under no 

circumstances is the forensic investigator 

to make any coverage determinations. All 

questions regarding coverage must be deferred 

to counsel / carrier.

Some typical exclusions that we often find in 

fidelity bond coverages are:

» Limitations on which afforded coverages

apply to employees

» Exclusions for acts of Owners, Partners,

Directors of the insured

» Losses that take place after the discovery of

the employee theft

» Consequential losses

» Cost to establish the theft loss unless

provided as noted coverage

» Loss of potential income or dividends

» Any damages other than direct  

compensatory damages

» Losses dependent solely upon a physical

inventory or profit and loss computation

» Accounting errors.

Conclusion: Adapting 
Fidelity Claims to a 
Changing Landscape 

Every fidelity claim is unique and different,  

but they all need a qualified, experienced  

roup of professionals to address the various 

aspects of each claim. Finding experts who 

work hand-in-hand with one another to  

address the unique challenges of each specific 

claim is critical to achieving the best outcome.

At the same time, the future of insurance  

is highly dynamic and can be influenced 

by unexpected events, changes in business 

practices, new risks, and emerging technologies. 

For example, since ChatGPT appeared in late 

2022, we have already seen an impact in how 

fraud is being conducted as well as investigated 

with this new generative-AI technology. As a 

result, fidelity insurance providers will continue 

to adapt to the changing landscape to remain 

effective in managing and processing claims. 

In turn, businesses need to also stay informed 

about these changes to mitigate losses, prevent 

losses from occurring, and ensure adequate 

coverage for their specific risks. 
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